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Secure Innovation & Trusted Research Guidance

This guide has been extracted from guidance prepared by NPSA and NCSC and is intended to indicate best practice for the
implementation of basic protective security measures. This document is provided on an information basis only, and whilst
NPSA/NCSC has used all reasonable care in producing it, NPSA/NCSC provides no warranty as to its accuracy or

completeness.

You should make your own judgement with regard to the use of this document and seek independent professional advice on

your particular circumstances.

This document aims to give early-stage emerging technology companies and academia the tools to

deliver effective protective security, increasing their resilience to threats.

Good security helps protect national security and also protects investments and grants from a range
of security threats. As such we require all ARIA funding recipients to take reasonable account of the

following guidance outlined below.

If you are a Company you should review the Secure Innovation requirements below.

If you are a University or part of academia you should review the Trusted Research requirements

below.

This document and the guidance it links to may be updated from time to time so we encourage you
to regularly check back.

Secure Innovation Requirements

Requirement Supporting Resources

Fundamental Actions

Secure Innovation Quick Start Guide

Passport to Good Security for Senior
Executives | NPSA

+ The Cyber Security Toolkit for Boards |
NCSC

Identify someone at Board level who is

responsible for security

Identify the assets which are critical to Secure Innovation Quick Start Guide

your business’ success + Asset Identification Guidance | NPSA
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https://www.npsa.gov.uk/sites/default/files/2023-10/si-digital-ipdf-quick-start-guide-interactive-v8.pdf
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fmanaging-my-asset%2Fleadership-in-security%2Fboard-security-passport&data=05%7C01%7Cjames50829%40npsa.gov.uk%7Ca069be7e71e64a053c9f08db9ca28a5d%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638275994138269220%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=z5VbnoJQqrkp1uBSgw2gRDYneWjGzIs4gCDUTT89p6w%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fmanaging-my-asset%2Fleadership-in-security%2Fboard-security-passport&data=05%7C01%7Cjames50829%40npsa.gov.uk%7Ca069be7e71e64a053c9f08db9ca28a5d%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638275994138269220%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=z5VbnoJQqrkp1uBSgw2gRDYneWjGzIs4gCDUTT89p6w%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fview.officeapps.live.com%2Fop%2Fview.aspx%3Fsrc%3Dhttps%253A%252F%252Fwww.ncsc.gov.uk%252Ffiles%252FIn-depth-briefing-for-boards-including-questions-and-answers-Briefing-Pack-3.pptx%26wdOrigin%3DBROWSELINK&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C6fe0260dfe58424c966c08db9a5c2d9b%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638273493083794933%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=VmToXm0YQqZNsyWsYFE84%2BQtYd1hYy4dM%2FRAiZ0TA2I%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fview.officeapps.live.com%2Fop%2Fview.aspx%3Fsrc%3Dhttps%253A%252F%252Fwww.ncsc.gov.uk%252Ffiles%252FIn-depth-briefing-for-boards-including-questions-and-answers-Briefing-Pack-3.pptx%26wdOrigin%3DBROWSELINK&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C6fe0260dfe58424c966c08db9a5c2d9b%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638273493083794933%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=VmToXm0YQqZNsyWsYFE84%2BQtYd1hYy4dM%2FRAiZ0TA2I%3D&reserved=0
https://www.npsa.gov.uk/sites/default/files/2023-10/si-digital-ipdf-quick-start-guide-interactive-v8.pdf
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fresources%2Fasset-identification-guide&data=05%7C01%7Cjames50829%40npsa.gov.uk%7Ca069be7e71e64a053c9f08db9ca28a5d%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638275994138269220%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=iOOLB9sq5bZQAj3ejsmBlNQtymMKH7h%2BFtHQ2npZXQk%3D&reserved=0
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+ Identifying the critical assets in your
organisation | NCSC

Secure Innovation Quick Start Guide

Add security risks to your corporate risk , :
Secure Innovation scenarios booklet

Risk management | NCSC

register

Sign up to the NCSC's Early Warning

, + Early Warning
service

Undertake NPSA’s Secure Innovation

+ Coming soon
Action Plan. J

Undertake the NCSC's ‘Cyber Action
Plan” and ‘Check your cyber security’

Cyber Action Plan

Check your cyber security.

service

Attain Cyber Essentials accreditation
+ Cyber Essentials

within six months

Strongly Advised Actions

Conduct back d check I
onduct background checks on a + Secure Innovation background checks

prospective investors, suppliers and _
guidance

partners

+ Cyber Security Small Business Guide |

Implement basic cyber security measures

NCSC
Implement a travel security policy + Secure Innovation travel security guidance
Implement a pre-employment screening + Pre-employment screening good practice
process for prospective employees guidance | NPSA

Security Incident Management / Response

Have a clear incident management plan + Secure Innovation scenarios booklet

in place that is routinely exercised to test + Developing your Incident Response plan |
your response to common security threat NCSC

scenarios + Exercise in a box | NCSC

2 | ARIA Not for public distribution

V0.1


https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fboard-toolkit%2Fidentifying-the-critical-assets-in-your-organisation&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C6fe0260dfe58424c966c08db9a5c2d9b%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638273493083794933%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oa8v91ys7MNIKSYdtKAzdIRqU9EGuNCR4DJtGIi09W4%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Fboard-toolkit%2Fidentifying-the-critical-assets-in-your-organisation&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C6fe0260dfe58424c966c08db9a5c2d9b%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638273493083794933%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=oa8v91ys7MNIKSYdtKAzdIRqU9EGuNCR4DJtGIi09W4%3D&reserved=0
https://www.npsa.gov.uk/sites/default/files/2023-10/si-digital-ipdf-quick-start-guide-interactive-v8.pdf
https://www.npsa.gov.uk/system/files/secure-innovation-secure-innovation-scenarios-booklet.pdf
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fcollection%2Frisk-management&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C4043b424ebc84dd19d0f08db98e11a2e%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638271864978277224%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=EiglFQeAmx40RvPKXDzbRE3raQETQlC1yYF0rxrtjJI%3D&reserved=0
https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/cyberaware/actionplan
https://checkcybersecurity.service.ncsc.gov.uk/
https://www.ncsc.gov.uk/cyberessentials/overview
https://www.npsa.gov.uk/system/files/secure-innovation-background-checks-guidance.pdf
https://www.npsa.gov.uk/system/files/secure-innovation-background-checks-guidance.pdf
https://www.ncsc.gov.uk/files/NCSC_SBG_Actions.pdf
https://www.ncsc.gov.uk/files/NCSC_SBG_Actions.pdf
https://www.npsa.gov.uk/system/files/secure-innovation-travel-security-guidance.pdf
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fresources%2Fpre-employment-screening-good-practice-guide-edition-7&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C4043b424ebc84dd19d0f08db98e11a2e%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638271864978277224%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kHfJWMVBdKXGumKoxuiqV%2FvHKLNxDPCEINXVqdqrcd8%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.npsa.gov.uk%2Fresources%2Fpre-employment-screening-good-practice-guide-edition-7&data=05%7C01%7Cjames50829%40npsa.gov.uk%7C4043b424ebc84dd19d0f08db98e11a2e%7Cfad42abbdfda43f09120b18e6e86169d%7C0%7C0%7C638271864978277224%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=kHfJWMVBdKXGumKoxuiqV%2FvHKLNxDPCEINXVqdqrcd8%3D&reserved=0
https://www.npsa.gov.uk/system/files/secure-innovation-secure-innovation-scenarios-booklet.pdf
https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes/developing-your-plan
https://www.ncsc.gov.uk/collection/incident-management/cyber-incident-response-processes/developing-your-plan
https://www.ncsc.gov.uk/information/exercise-in-a-box
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Consider taking out a Cyber Incident
Response (CIR) retainer with an NCSC + Cyber Incident Response Scheme | NCSC
assured provider

Trusted Research Requirements

Requirement Supporting Resources

Fundamental Actions

Review and implement the NPSA + NPSA trusted research guidance

guidance

To the fullest extent permitted by law, ARIA, NPSA & NCSC accepts no liability whatsoever for any expense, liability, loss,
damage, claim or proceedings incurred or arising as a result of any error or omission in the document or arising from any

person acting, refraining from acting, relying upon or otherwise using this document.
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https://www.ncsc.gov.uk/schemes/cyber-incident-response
https://www.npsa.gov.uk/trusted-research

